
Schools MIS: Cyber Security Policy

PURPOSE:

This policy aims to protect the confidentiality, integrity, and availability of Schools MIS’s data,
systems, and services. By adhering to this policy, we ensure resilience against cyber threats,
safeguard client data, and comply with regulatory requirements. It is set out as a set of
principles that the company abides by and regularly reviews alignment to and is based on
recommendations from the NCSC.

SCOPE:

The policy applies to all staff, contractors, and third-party users of Schools MIS systems,
including data accessed, processed, or stored by Schools MIS.

1. Cyber Incident Response Plan

We have established and will annually review a response plan for managing cyber incidents.
Staff are aware through this plan of their roles during incidents, ensuring a swift, coordinated
response and clear escalation paths for reporting. Our Cyber Incident Response Plan is set
out in Appendix 1, which is reviewed along with this policy.

2. Strong Password Policy

We enforce a strong password policy requiring complex (minimum of 10 characters, including
lowercase, uppercase and a digit), unique passwords, with timed lockouts and the use of
password managers is encouraged. As per NCSC guidance, we do not force users to
frequently update their passwords due to the potential security risks and usability issues
associated with mandatory changes. As per the NCSC guidance we focus on strong, unique
passwords and using MFA.

3. Phishing Awareness & Disclosure Policy

Staff are trained on e-safety including identifying and reporting phishing attempts. Sharing
sensitive data via email is prohibited, with secure channels being used for data transmission.

4. Virus Protection & Approved Software Downloads

All devices are protected with up-to-date antivirus software. Downloading software is
restricted to recognised and trusted sources.

5. Patch Management

We promptly apply security patches for all software and firmware as part of our proactive
update schedule to reduce vulnerabilities.
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6. Firewall & Network Security

We protect network boundaries with robust firewalls and intrusion prevention systems,
continuously monitoring network activity for signs of malicious behaviour.

7. Data Protection Measures

Sensitive data is restricted from being sent via email and is encrypted when transmission is
required. Data protection policies are rigorously enforced.

8. Multi-Factor Authentication (MFA)

Multi-factor authentication is required for access to critical systems, providing an additional
security layer beyond standard password protection.

9. Backup Policy

Regular, automated backups of critical data are securely stored. This is separate from the
system and on the cloud. Where applicable, any off-cloud backups are encrypted, and access
is restricted and granted only when necessary.

10. Ongoing User Education & Training

Staff are trained on cybersecurity awareness and updates about emerging threats and best
practices (through the NCSC) will be shared..

11. Denial of Service (DoS) Attack Prevention

We implement measures to prevent and respond to denial of service (DoS) and distributed
denial of service (DDoS) attacks, with business continuity plans prepared to address these
threats. Our Denial of Service attack prevention measures are set out in Appendix 2, which is
reviewed along with this policy.

12. Mobile Device Security

Where applicable, all mobile devices used for business purposes are protected with complex
passwords or PINs and, where available, biometric access controls. Devices and applications
are kept up-to-date through automated updates and it is recommended that inbuilt tools are
used to track, lock and wipe devices in the event that they are lost or stolen​. It is also
recommended practice not to connect to public wi-fi hotspots and instead use 4/5G or to use a
VPN where this is necessary. Additionally, the system has restricted access to specific IP
addresses, adding a further layer of protection.

13. Supply Chain Security

Where applicable, we assess and manage cybersecurity risks associated with our supply
chain. Vendors are vetted to ensure they comply with cybersecurity standards and policies.
Any contracts are subject to our cybersecurity expectations, and we maintain regular
communication with suppliers to ensure compliance​.
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14. Maintaining Software Security

We ensure that all software, including custom applications, undergoes regular security testing
and updates. The principle of least privilege is applied to software and systems, limiting
access rights to only those necessary for specific roles. End-of-life software is identified,
phased out, and replaced with up-to-date, secure alternatives.

Last reviewed: October 2024

Next review: October 2025
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APPENDIX 1 Schools MIS Cyber Incident Response Plan

To prepare for and effectively respond to cyber incidents in effective and compliant ways, we have
formulated the below Response Plan based on recommendations from the NCSC.

1. Preparation

● Incident Response Team (IRT): We have designated an Incident Response Team, who are
aware of their roles.

● Incident Response Tools: All critical systems and devices are equipped with monitoring,
logging, and alerting capabilities to identify potential threats.

● User Awareness: Staff undergo cybersecurity training to identify and report incidents
promptly.

2. Identification

● Threat Monitoring: We continuously monitor systems for unusual activity or potential
breaches, including attempted unauthorised access, suspicious emails, and network
anomalies.

● Incident Logging: All identified incidents are recorded, including a description of the event,
date and time, affected systems, and user reports.

● Initial Analysis: Upon detecting an issue, we perform an initial assessment to determine its
severity, scope, and potential impact.

3. Containment

● Short-Term Containment: Isolate affected systems to prevent further spread while
maintaining operational continuity. For example, if malware is detected, disconnect impacted
devices from the network.

● Long-Term Containment: Implement temporary security measures to maintain essential
functions while developing and testing a permanent solution, such as patching vulnerabilities.

4. Eradication

● Identify Root Cause: Conduct an in-depth investigation to trace the origin and cause of the
incident (e.g., phishing attack, misconfigured system).

● Remove Threats: Eliminate malicious software, compromised user accounts, or
vulnerabilities. Clean infected systems and restore them with a validated backup.

5. Recovery
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● System Restoration: Gradually reintroduce cleaned systems back into the network, ensuring
all security updates and configurations are correctly applied.

● Monitoring and Testing: Closely monitor systems post-recovery to detect any signs of
lingering threats or reinfection. Conduct thorough testing to verify that normal operations have
been fully restored.

6. Post-Incident Review

● Lessons Learned Meeting: Convene the Incident Response Team to discuss the incident, its
handling, and any weaknesses in response protocols.

● Policy Updates: Revise and enhance policies, training programs, and incident response
measures based on findings from the review to prevent similar issues in the future.

● Reporting: Notify affected parties, as required, and fulfil any legal or regulatory reporting
obligations, including informing the Information Commissioner’s Office (ICO) if personal data
was compromised.
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APPENDIX 2 Schools MIS Denial of Service attack prevention and response measures

To prevent and respond to Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks
effectively, we have set out the below measures based on recommendations from the NCSC.

1. Network Protection Measures
We configure our firewalls and intrusion prevention systems (IPS) to detect and filter
unwanted traffic based on known patterns of DoS attacks.

2. Load Balancing
Load balancing is not currently in place due to the size of the system but, when appropriate,
we will utilise load balancers to distribute incoming traffic across multiple servers, reducing the
risk of overloading any single server. This position will be reviewed annually.

3. Cloud-Based DDoS Mitigation Services
Whilst we do not leverage third-party DDoS mitigation services at this time due to the
provision of other measures, we recognise the potential benefits of such services to filter and
absorb large-scale attacks before they can impact our internal infrastructure. This position
will be reviewed annually as well as in response to any potential and recorded threats.

4. Incident Response Plan for DoS Attacks
Our incident response plan defines clear procedures for addressing DoS incidents, including
isolating affected network segments, blocking offending traffic, and collaborating with service
providers to mitigate attacks upstream.

5. Application-Level Protections
We protect applications against layer 7 (application-level) attacks through input validation,
secure coding practices, and rigorous testing.

6. Collaborating with Internet Service Providers (ISPs)
In the event of an attack, we will work closely with our ISPs to reroute or block malicious
traffic, taking advantage of their broader resources to address threats effectively.

7. Monitoring and Intelligence Sharing
Where appropriate, we actively participate in cyber threat intelligence sharing with trusted
partners to stay informed about the latest DoS attack methods, enhancing our preventative
measures.
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