
Schools MIS: Data Policy
PURPOSE:

At Schools MIS, we are committed to maintaining the privacy, security, and integrity of all data
handled within our organisation. This policy provides a framework for data management,
outlining our practices for collecting, processing, storing, and protecting data in line with legal
requirements, industry standards, and best practices. It reflects our dedication to ensuring
transparency and data protection at every stage. It is set out as a set of principles that the
company abides by and regularly reviews alignment to and is based on recommendations
from the ICO.

SCOPE:

The policy applies to all Schools MIS staff, contractors, and third-party service providers
involved in handling data related to the organisation. It covers personal, operational,
statistical, and any other data types processed within Schools MIS.

1. GDPR Data Protection Policy

1.1. Introduction
Schools MIS ensures data processing aligns with the UK GDPR principles, protecting
individual rights and ensuring data security.

1.2. Data Protection Principles
Schools MIS adheres to the principles of lawfulness, fairness, transparency, purpose
limitation, data minimization, accuracy, storage limitation, integrity, and confidentiality.

1.2.1. Lawfulness, Fairness, and Transparency: We ensure that data processing is
transparent and conducted legally. Data subjects are informed of their rights, how data is
used, and any relevant processing activities.

1.2.2. Purpose Limitation: Data is only processed for specified, legitimate purposes and not
further processed in an incompatible way.

1.2.3. Data Minimisation: We collect and process only the necessary amount of data for each
specified purpose.

1.2.4. Accuracy: Schools MIS actively maintains data accuracy and allows individuals to
request corrections to inaccurate or incomplete data.

1.2.5. Storage Limitation: Data is stored for no longer than is necessary and securely
disposed of once retention requirements are met.

1.2.6. Integrity and Confidentiality: We have technical and organisational measures to ensure
data is kept secure from breaches, unauthorised access, or accidental loss.

1.3. Roles and Responsibilities
Our Data Protection Officer (DPO) oversees GDPR compliance across all operations and
serves as the point of contact for data protection matters.
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1.4. Data Security Measures
Schools MIS ensures robust practices to protect data at all levels of access and storage.
Many of our data security measures are set out in our Cyber Security policy and including
access management, MFA, encryption, patch management, backup and recovery, virus and
malware protection and training and awareness. Other measures are set out in this section

1.4.1.Secure Data Disposal
When data is no longer needed, it is disposed of using secure methods such as data
wiping and physical destruction of media. This prevents data from being recovered or
accessed after disposal.

1.4.2.Secure Data Transmission
Sensitive data is never transmitted through unprotected channels such as email. All data
exchanges occur through secure, encrypted channels, with strict policies around when
and how data can be shared.

1.4.3. Mobile Device Security
We enforce policies for mobile device security, including recommendations for device
encryption, remote wipe capabilities for lost or stolen devices, and secure password
practices for any device used to access company data.

1.4.4.Supply Chain Security
We vet and maintain agreements with all third-party vendors and service providers to
ensure they adhere to our data security standards. Third-party risk assessments are
performed regularly to evaluate their compliance.

1.5. Data Subject Rights
We respect and facilitate rights including, but not limited to, access, rectification, data
portability, and erasure. Requests from data subjects are promptly acknowledged and
managed. Further details are provided in Appendix 1.

1.6. Third-Party Processors
Where applicable, contracts ensure GDPR-compliant data handling by third-party partners.

1.7. Data Breach Management
Procedures for detecting, reporting, and managing breaches are in place, including
notification of affected parties and regulatory bodies where necessary.

1.8. Record-Keeping
We maintain comprehensive Records of Processing Activities (RoPA) to ensure full
traceability and accountability. Details about our practices are included in appendix 2.

1.9. Data Transfers
Our policy recognises the need to ensure compliance with safeguards for international data
transfers by employing appropriate mechanisms such as Standard Contractual Clauses
(SCCs) or other approved measures for data transfers outside the UK. Our operating
practices are included in appendix 3.

1.10. Training and Awareness
All staff will be GDPR training, with annual refreshers and updates to ensure awareness of
responsibilities.
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1.11.Review and Amendments
This policy undergoes an annual review to ensure ongoing compliance with changes in data
protection law or operational processes.

2. Data Management Principles

2.1. Data Collection and Usage

2.1.1.We collect data lawfully and for specified purposes, ensuring data subjects are informed
of why their data is collected and how it will be used.

2.1.2. Data minimisation principles are adhered to at every step.

2.2. Data Accuracy and Quality
Data accuracy is maintained through regular audits, and correction mechanisms are in place
to address inaccuracies promptly.

2.3. Data Retention
We follow retention schedules that specify data storage duration. Once data is no longer
needed, we securely delete or destroy it using approved methods such as data shredding or
software wiping.

2.4. Data Access Control
Access is restricted to authorised personnel only, with strong controls such as user
authentication, role-based permissions, and secure access logs.

2.5. Data Sharing and Transfers

2.5.1. Data is shared only with third parties that meet our data protection standards.

2.5.2. Where applicable, international data transfers are conducted under strict compliance
with data protection legislation, employing appropriate safeguards (e.g., SCCs).

2.6. Data Security

2.6.1. Our comprehensive security measures include firewalls, antivirus software, secure
storage solutions, and prompt software patching to mitigate risks of cyberattacks or
breaches. This is set out in our Cyber Security Policy.

2.6.2. Sensitive data is encrypted during storage and transmission, reducing risk exposure.

3. Training and Education
All staff are to be equipped with the knowledge to protect data. Training sessions are to be held
annually, with up-to-date materials addressing new threats (from ICO).

4. Data Breach Response
Incidents are logged and investigated promptly, and appropriate measures are taken to mitigate
impact. This is set out in our Incident Response Plan within our Cyber Security Policy. Major
breaches are reported to the Information Commissioner's Office (ICO) and other affected parties
as required by law.
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APPENDIX 1 Schools MIS Practices to Uphold Data Subject Rights

To ensure full compliance with the rights of data subjects as established by the ICO and UK GDPR,
we follow the practices outlined below based on ICO's detailed guidance:

1. Right to be Informed
We provide clear and transparent information about data processing activities to all data subjects.
This includes:

1.1. Privacy Notices:We make comprehensive privacy notices available on our website and at
relevant data collection points. These notices detail what data we collect, why we collect it,
how it is used, and any third parties with whom we share data.

1.2. Consent Practices:Where consent is required, we explain the purpose and obtain clear,
affirmative action to signal agreement. Withdrawal of consent is facilitated and clearly
explained.

2. Right of Access
We facilitate the right of individuals to access their personal data by:

2.1. Responding to Subject Access Requests (SARs):We have processes in place to respond
to SARs within one month. Our responses include a copy of the data held, an explanation of
processing, data sharing details, and retention periods.

2.2. Verification: Before disclosing data, we verify the identity of the requester to prevent
unauthorised access.

3. Right to Rectification
We ensure data accuracy by:

3.1. Correcting Inaccurate Data:We respond promptly to requests for rectification, amending
inaccurate or incomplete data within one month unless the request is complex.

3.2. Notification of Changes: If data is shared with third parties, we inform them of rectifications
unless doing so proves impossible.

4. Right to Erasure (Right to be Forgotten)
We handle erasure requests responsibly by:

4.1. Evaluating Requests: Requests are reviewed to ensure they meet legal criteria for erasure
(e.g., when data is no longer needed for the original purpose, consent is withdrawn, or
processing is unlawful).

4.2. Timely Action: Requests are acted upon within one month unless exceptions apply, such as
legal obligations requiring data retention.
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5. Right to Restrict Processing
We adhere to requests for data processing restrictions by:

5.1. Pausing Processing Activities:We suspend processing under circumstances such as
disputes over data accuracy or objections to processing, pending further review.

5.2. Notification: Relevant third parties are informed of restrictions where applicable.

6. Right to Data Portability
To facilitate data portability, we:

6.1. Provide Data in a Portable Format:We supply personal data in structured,
commonly-used, and machine-readable formats (e.g., CSV) for data subjects wishing to
transfer it to another controller.

6.2. Prompt Responses: Requests are handled within one month.

7. Right to Object
We respect objections to data processing by:

7.1. Evaluating Objections: Data subjects can object to processing based on legitimate
interests, direct marketing, or for purposes of scientific/historical research.

7.2. Halting Activities: Upon receipt of an objection, we stop processing unless we can
demonstrate compelling legitimate grounds that override individual interests.

8. Rights Related to Automated Decision Making and Profiling
Where automated processing is used, we:

8.1. Provide Information:We inform data subjects of the use of automated decision-making,
including its significance and consequences.

8.2. Human Review Mechanism: Data subjects may request human intervention or challenge
decisions made solely by automated means.

9. Processes to Uphold Rights

9.1. Training Staff: All relevant staff are trained to understand data subject rights and handle
related requests appropriately.

9.2. Documenting Requests: All requests related to data rights are logged and tracked to
ensure timely compliance and audit trails.
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APPENDIX 2 Schools MIS Records of Processing Activities (RoPA)

To ensure compliance with UK GDPR, Schools MIS maintains detailed Records of Processing
Activities (RoPA). This documentation outlines how personal data is processed within the organisation.
The key elements of these records, as guided by the ICO, include:

1. Details of the Organisation:

1.1. The name and contact details of Schools MIS.

1.2. The name and contact details of our Data Protection Officer (DPO), where applicable.

2. Purpose of Processing:

A clear explanation of the purposes for which data is processed (e.g., communication with
schools, operational management, compliance with legal requirements).

3. Categories of Individuals and Personal Data:

3.1. The types of individuals (e.g., staff, students, parents) whose personal data is processed.

3.2. The categories of personal data processed (e.g., contact details, academic records, financial
information).

4. Categories of Recipients:

Information on any third-party recipients with whom we share data (e.g., service providers,
regulatory authorities).

5. Data Transfers:

Where relevant, Details of any transfers of data outside the UK, including information on the
transfer mechanism (e.g., standard contractual clauses).

6. Retention Schedules:

The time periods for which personal data is stored, ensuring it is not retained longer than
necessary.

7. Security Measures:

A description of the technical and organisational security measures in place to protect the data,
including encryption, access control, and other relevant measures.

8. Lawful Basis for Processing:

An explanation of the legal basis for processing data (e.g., consent, legitimate interests,
contractual obligations).

In accordance with the ICO's guidance on storing Records of Processing Activities these records are
maintained in a manner that ensures they are easily accessible, accurate, and up-to-date. A digital
format is used to allow for efficient updates and sharing when required and in particular so that they
are available upon request to the ICO as part of demonstrating compliance with GDPR.

Access to RoPA is limited to those who need it to fulfil their data protection responsibilities.
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APPENDIX 3 Schools MIS Data Transfers Practice Document

PURPOSE:

The purpose of this document is to outline the practices and procedures for data transfers at
Schools MIS, ensuring compliance with the UK GDPR and related guidance from the ICO on
international transfers.

SCOPE:

This applies to all instances where personal data is processed or accessed across borders,
including by external partners or services used by Schools MIS.

1. General Principle:

Schools MIS ensures that all data transfers, especially those involving transfers out of the UK,
comply with relevant data protection laws. We aim to prevent unauthorised or unlawful transfers of
personal data and mitigate any associated risks.

2. Assessing International Data Transfers:

2.1. Initial Determination: Schools MIS will first establish if personal data is being transferred
outside of the UK. If no data is transferred outside of the UK, this will be documented and
periodically reviewed.

2.2. Data Mapping:We keep up-to-date records of where data is processed, including any
potential data transfers facilitated by third-party services.

3. Legal Mechanisms for Transfers:

3.1. Standard Contractual Clauses (SCCs): If data transfers outside of the UK are necessary,
we ensure that SCCs are used as a lawful mechanism, binding recipients to the same data
protection standards observed by Schools MIS.

3.2. Adequacy Decisions:We transfer data only to countries deemed by the ICO and UK
government as providing an adequate level of data protection.

3.3. Transfer Risk Assessments (TRAs):When using mechanisms such as SCCs, Schools MIS
conducts TRAs to evaluate potential risks involved in data transfers, ensuring additional
measures are taken if required.

4. Due Diligence on Third Parties

4.1. We perform due diligence on third-party providers to ensure their data handling practices
comply with UK GDPR standards.

4.2. Contracts: Any contracts with third parties include explicit provisions about data protection,
outlining obligations concerning data transfers.

5. Data Minimisation and Encryption

Data transfers are limited to only what is strictly necessary, and data is encrypted to protect
confidentiality during transfers.

6. Individual Rights in International Transfers
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6.1. We respect the rights of data subjects, including their right to be informed about where their
data is processed, even if it is transferred internationally.

6.2. Data subjects have the right to lodge complaints with supervisory authorities concerning
international transfers of their data.

7. Regular Reviews and Training

7.1. We regularly review our practices related to data transfers to ensure compliance with the
latest legal requirements and guidelines.

7.2. Staff training is conducted to ensure everyone involved in data handling understands the
complexities and requirements of international data transfers.
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