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Schools MIS: Data Processing Agreement

THIS DATA PROCESSING AGREEMENT is entered into by Schools MIS Limited (the Consultant)
incorporated and registered in England and (2) the customer who has entered into an agreement with
Schools MIS to purchase user subscriptions for certain Schools MIS software-as-a-service products
(the “Client”).

BACKGROUND:

In this document, the following terms apply:

e Data Controller or Controller, Data Subject, Personal Data and Processing shall bear
the respective meanings given to them in the Data Protection Act 1998 and the GDPR
(and Process shall be construed accordingly);

* The GDPR means the General Data Protection Regulation 2016 (Regulation (EU)
2016/679)

* Data Protection Law means the GDPR and any other legislation in force from time to
time which implements the GDPR, the Regulation of Investigatory Powers Act 2000,
the Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection
Directive (2002/5 8/EC), the Privacy and Electronic Communications (EC Directive)
Regulations 2003 (S| 2426/2003) and all Applicable Law in any jurisdiction relating to
the processing or protection of personal data and privacy, including where applicable
the guidance and codes of practice issued by the Information Commissioner or
relevant supervisory authority from time to time.

The Client will act as Data Controller throughout the agreement and the Consultant acts as a
Processor.

DATA PROCESSING:

Details of the Data Processing are as follows:

e Subject Matter
The subject matter of the data processing is the Client data as defined as:
All data or records of whatever nature in whatever form relating to the Client,
its operations, facilities, assets, employees, students or otherwise relating to its
business, whether subsisting at the date of this Agreement, or created or processed in

connection with the Services or as provided by the Client to the Consultant in
connection with the Services. Client Data shall include all Client Personal Data;

¢ Duration

The duration of the Processing shall be as instructed by the Client or until the
relevant Services have been terminated or expire.

*  Purpose of Processing
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The purpose of the data Processing is the provision of the Services pursuant
to this Agreement as defined by the Client. Any data is obtained for specified
purposes and only processed in accordance with those purposes.

* Types of Personal Data

The Consultant processes Personal Data such as name, email address and date of
birth.

» Categories of Data Subject

Data Subjects include the Client's employees, suppliers, pupils' contacts,
pupils and end users of the Service.

OBLIGATIONS AND RIGHTS:
The Consultant and the Client will each comply with Data Protection Law.

In particular, the Client warrants and undertakes that:

1. it has obtained appropriate authority from all data subjects to whom it relates, or has
provided them with the requisite information required under applicable Data Protection
Law, to enable the Consultant to process the Personal Data in accordance with this
Agreement; and

2. it has all necessary appropriate consents and notices in place to enable lawful transfer
of the Personal Data to the Consultant for the duration and purposes of this
Agreement.

The Consultant will not process Client Data other than to provide the Services, as instructed
by the Client or as necessary to comply with law.

The Consultant will:

1. permit the Client to undertake an audit of The Consultant's records relating to the
provision or the Services to the Client to confirm compliance with Data Protection Law;

2. provide all information as reasonably requested by the Client to demonstrate that the
Consultant has met their obligations pursuant to Data Protection Law; and

3. advise the Client promptly if it becomes aware of any instruction given by the Client
that does not comply with the GDPR or any other Data Protection Law.

The Consultant shall, where applicable, cooperate with the supervisory authorities and make
any records, if requested, available for auditing purposes.

The Consultant shall keep and maintain records of all Processing activities in respect of
provision of the Services in accordance with the requirements of Data Protection Law.

The Consultant shall only store Personal Data of the Client in a location where they can
ensure that adequate safeguards have been put in place (as required by Data Protection Law) to
protect the rights of the Data Subjects to whom such Personal Data relates.
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CONFIDENTIALITY

The Consultant shall ensure that persons Processing Personal Data for or on behalf of the
Consultant are authorised and subject to appropriate confidentiality, data protection and data security
obligation.

SECURITY OF PROCESSING

The Consultant has implemented and maintains appropriate technical and organisational
measures to ensure the security of processing, including as appropriate:

1. the encryption of personal data;
the ability to ensure ongoing confidentiality, integrity, availability of processing systems
and services;

3. the ability to restore the availability and access to personal data; and

4. the ability to regularly test, assess and evaluate the effectiveness of technical and
operational measures.

ASSISTING THE CLIENT AND DATA SUBJECTS RIGHTS

The Consultant will provide all information reasonably requested by the Client to assist the
Client:

1. to meet the Client's obligations to advise data subjects and supervisory authorities of
Personal Data breaches;

2. to comply with Data Subject access requests; and 3. to carry out data protection
impact assessments (DPIA).

SECURITY BREACH NOTIFICATION

The Consultant will notify the Client of a Personal Data breach without undue delay after
becoming aware of such a breach.

END OF CONTRACT PROVISIONS

Upon termination, the Consultant will delete or return all Personal Data to the Client as
requested by the Client except to the extent any Personal Data is required to be retained by the
Consultant under applicable law.

SIGNATURE
These terms are understood and agreed by both parties as set out above. Updates to this agreement

may be necessary from time to time and will be communicated by the Consultant to the Client. The
latest version of this agreement is available here.
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On behalf of The Consultant
Signature
Name

Title
Date

On behalf of The Client
Signature
Name

Title
Date
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